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Innervation Integration July 2016

PREFACE

This is the Innervation Integration reference guide for IQ Business & IQ Enterprise software systems.

The document will aid in understanding and configuration of the Innervation Integration for it to function
correctly.

Although every effort has been made to keep this Innervation Integration document up to date, some of
the screen examples may not be 100% the same as the ones reflected in previous versions of IQ
Enterprise & IQ Business. This is due to the continuous development and improvement of IQ Enterprise
& IQ Business.

Unfortunately, there will be a discrepancy from time to time. We do apologize for the inconvenience that
it may cause.

Should you feel that the Innervation Integration document is inadequate or requires further explanation
or more and better examples, please feel free to email us.

We would love to have some feedback to improve the Innervation Integration document in some way or
another.

Regards,

IQ Retail (PTY) LTD
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INTRODUCTION

IQ Retail integrated with Innervation to provide the user with a secured
card payment solution.

Innervation supports a point to point encryption solution, which protects
card information, reduces the security risk and ongoing cost related to
Payment Card Industry Data Security Standards (PCI DSS).

Innervation can process payments in South Africa, Namibia, Botswana,
Lesotho and Swaziland, with expansion plans into other South African
Development Countries.

Once Innervation has been installed successfully and the user is trading,
the TradeRoot web recons can be accessed which enables you to view
transactions that have been processed on each terminal at any given
day. These reconciliations can be viewed and / or downloaded for future
reference.

SETUP

NNervalion

PAN African payment solutions

innovate - integrate - inspire

The user must enable the Innervation integration in Company Default Settings (2) and setup the socket
service in the mobile parameters. Once this is done, the customer’s card information can be captured on
the system for a manual EFT or get authorisation for an automatic EFT payment.

DEFAULT SETTINGS (2)

From The IQ main menu > Utilities, Setup - Company Details > Default Settings (2).

iQ Company Details Version 2016.0.1.0

2 |

Default Settings - Page 2

Company Detailz | Company Logo | Control Mumbers | Default Settings (1] Default Settings (2) lEnlerpnse Settings | Closing Dates | Integration Accounts | Tax Hates] Ebdail ] Extra Eharges]

Settings Information

Protect Cost on Stock Adjustments [IHighest Cost [ _|Latest Cost
Artificially Inflated Cost Percentage: 0.00

Prime Interest Rate 12.00| |Year to Date Calculation Finandal Year ~
Price Decimals (Inveicing and Sales Orders) 2| |Style Management Format FEERFEER
Price Decimals (Goods Receiving) 2| |Reason Confirmation in Processing Modules Line Discount Price Changes
Price Decimals (Pricelists) 2| |Default Cost for Credit Motes System Determined Cost w
Quantity Decmals 3| [Cash Deposit Min % 0.00
Price Round up/down to (Example: -0.05 or 0.05) 0.00/ [GRV Document Number Generation Method Supplier Invoice Mumber (default) w
POS Total Round up/down to (Example: -0.05) .05 [GRY Control Total Variance Allowed 0.00
it = i
Invoice Account Total Rounding (Example: -0.05) 0.00 =
EFT Provid Bl ji! L
Warning if Sales/GRV Quantity is greater than 0.00 FLLET STV AN
TIEsDea
Cost Code (Example MELBORACIS or FITALREPUS) a
Maximum GRV%z Variance 0.00
Maximum Currency Value 0.00
2 = Default Debtor Terms A w
Maximum Quantity Value 0.00
Default Creditor Terms NfA v
Local Currency ZAR W
Bill Fayment Frovider Disabled W
Chedk selling under Cost based on Average Cost ]
i w
Default Cost for Goods Receiving and Purchase Orders | Latest Cost Days allowed for Credit Notes / Refunds %
Default Stock Posting Method Perpetual Control W
Clear Sales History for Promotional [tems After X Days 0

Currency Display String R - - - -
Please move your mouse over the selected setting to view some detail about it.

Number Of Days Before Quotes Expire a

Default Backup Location Choose Folder

Default Export Location Choose Folder

Accept

Select Innervation from the drop-down menu next to the EFT Provider.
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i Please Mote: You have selected Innervation as the EFT service provider for [QRetail,

The system will prompt the user to warn that Innervation is enabled as an EFT Service. Click on OK
and then on the Accept button at the bottom of the screen.

MODULE PARAMETERS

From the IQ main menu - Utilities > Setup - Module Parameters - Services-> Socket Services
- Click on the Setup button.

IQRetail

| Debtars I Creditars I Stack I Ledgerl Ganelal| Semvices | Processing | CRM I APl |

() aMs Airtime Voucher Gateway
(Z)5MS Marketing

()Web Services

() Alacrity Data Uploads
()BillCost Impart Setup

O Fusion Import Setup

IMPORTANT: It is very important to keep the IQ Terminal number and the linked PED
together. Everything fails if it is changed.
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The following Socket Service Setup screen will appear:

Socket Service Selection

iQ Retail

Socket Service Setup

I [v] Enable this Service I

Socket Service Info | Socket Service Setup
Socket Service Mame Innervation 127.0.0.1
Socket Service Type  EFT 4242

Socket Service Description

Innervation EFT and Value Added Services Merchant ID ||

The Merchant ID is provided by Timeout (Seconds) | 60|
Innervation.

Enable Logging | [ Tick For Yes

Enahle Proxy | [ Tick Far Yes
Host (Proxy)

Username

Password
Fort (Default 3128)

2

SOCKET SERVICE SELECTION

Select the Innervation option.
SOCKET SERVICE SETUP
ENABLE THIS SERVICE
Once the service is setup, the user must tick this box to enable the service.
SOCKET SERVICE INFO
The Socket Service Name is: Innervation.
The Socket Service Type: EFT.
SOCKET SERVICE DESCRIPTION

The Socket Service description states that it is Innervation EFT and Value Added
Services.

SOCKET SERVICE SETUP
HOST
The default Host for Innervation is 127.0.0.1.
PORT

The default port for Innervation is 4242.
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MERCHANT ID

The Merchant ID is a number which will be provided by Innervation, as soon as the
user is registered on their system.

TIMEOUT (SECONDS)

The Timeout represents the quantity of seconds the service should run in the instance
where there are network or internet problems, before it times out. The timeout value
defaults to 60 seconds and should not be changed.

ENABLE LOGGING

If the user wants to keep a log of this integration process, the block must be ticked
for Yes.

ENABLE PROXY

If the user uses another computer which serves as a hub through which internet
requests are processed, that Proxy must be enabled. The user must enter the proxy
host, username, password and port. The default port for the proxy is 3128.

BUTTON FUNCTIONALITY
CANCEL

The Cancel option allows the user to exit the Socket Services Setup, without saving
any information captured.

TEST

The Test option saves the settings and test the connection. If the connection fails, the
system will provide an error message.

If the connection to the server was established, a message will appear that the
connection was successful.

ACCEPT

The Accept option saves all the settings and exit then the socket services setup.
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TENDER SETUP

The user can either create a new Tender Type for the EFT payments, or an existing Tender Type
can be edited.

From the IQ main menu - Utilities > Setup - Tender Setup - either edit an existing Tender
Type or Add a New Tender Type.

IMPORTANT: Tick the “Enable EFT Services” option to enable it and click on Accept to save the
information.

iQ Edit Tender Type Version 2016.0.0.0 ?

IQRetail

\amm
Tender Information Ledger Options
Tender Code _FI‘F; Tender Post Type
Tender Type = | ® Post To Ledger Use as Stock Discount
Tender Description EFT P&YMEMTS
Ledger Account : Receipts 3700.000.000.00 v
Over Tendering Options Ledger Account : Payments 3700.000.000.00 W
Allaw Over Tender O
Lowest Allowable Over tender [LALO) 000 ¥ Report Options
Highest Allowable Over tender (HALD) 000 |+ Bankable
Electronic Fund Transfer
POS Options
Aszk for Expiry Date O
Open Drawer
(®) Fixed Value
() Fixed Percentage 0.0n
I Enable EFT Services I
Enable E-Cash Integration [
Accept
What type of tender is this?

Once the setup is done, an additional Traderoot Merchant must be installed, so that IQ can
communicate to a PED device (machine used to read the card information), which communicates
the transaction to the bank and gets approval.

For the Traderoot Merchant to be installed, the user can contact the Sales Department at
Innervation at telephone number 0861 111 665, fax number 086 619 4298 or visit their website at
www.innervation.co.za.

Innervation will provide the user with a form to be completed, and which should be returned to
them.

The Traderoot Merchant program will be installed on the user’s computer and the user will receive
a Merchant ID number to enter the Socket Services Setup (Module Parameters).

IMPORTANT: It is very important to keep the IQ Terminal number and the linked PED together.
Everything fails if it is changed.
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HOW DOES IT WORK?

Two buttons were added to the Tender screen, Manual EFT Off & Authorization.

r—Tender Media

F1 Am Express

Amount to Pay

F2 DinersCluby

F3 MasterCard

F4 Visa

F5 EFT PAYMENT S

142.50

Remaining

142.50

Change Due

0.00

Esc to Exit

Authorization

Manual EFT ON

The Manual EFT Off button is a toggle button, that can be used to switch between a Manual transaction

or an Automatic transaction.

If a Bank Authorization Code is needed, the Authorization button will provide help.

MANUAL EFT OFF

When one of the Tender Media (which was setup as Innervation) and an amount is selected to be

paid, the following screen will appear to show communication with the PED device.

NOTE: In our example, F5 (= EFT Payments) was setup as the Innervation Integration Tender

Medium.

iQ

rTender Media-

Tax Invoice Version 2016.0.0.0

Details

F1 Am Express

F7 Other

Amount to Pay

142.50
F2 DinersClub Remaining
142.50
F3 MasterCard
Communicating with Server...
F4 Visa
142.50
Change Due
< Back 0.00
Esc to Exit PocketSlip b Authorization Manual EFT ON
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MANUAL EFT ON

When the Manual transactions is switched on, the following screen will appear to enter the card

details:

iQ Card Details Version 2016.0.0.0 ?

IQRetail

‘ ENTERPRISE

Please Enter Card Details

Card Holder Name
Card Mumber
CVYV Mumber
Expiry Date (MM/YVYY) f
Budget Period 0
Card Type

X, v

Cancel Accept

CARD HOLDER NAME

The Card Holder Name must be entered as it appears on the card.

CARD NUMBER
The Card Number of the client, capture it without any spaces.

CVV NUMBER

On the back side of the credit card is a code printed. The CVV number is the last 3 nhumbers

of this code.
EXPIRY DATE (MM/YYYY)
The Expiry date must be captured as it is printed on the card.

BUDGET PERIOD

The budget will only show when the entered amount is greater than R300.

CARD TYPE

Select one of the four (4) card types: Savings Account, Cheque Account, Credit Account or

Loyalty Account for the drop-down menu at the end of the field.

Once all the information is captured. The user can click on the Accept button to continue with the

transaction.

NOTE: The system will not allow the user to continue with the transaction unless all the

information is captured.
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AUTHORIZATION

When the issuing bank decides to query the transaction (one of the reasons could be suspected
fraud) — they will return a 01" response code (refer to issuer) to POS. The teller will then relay
this to the customer, who will in turn call their bank to confirm the transaction. If the bank decides
to proceed with the transaction, the Authorisation ID is provided telephonically.

This Bank Authorization Code (ID) is needed for the transaction to be completed, the Authorization
button at the bottom of the Tender Screen provides help.

Once the Authorization button is clicked, the following screen will appear:

Card Mumber

Enter Card Number

The user must capture the client’s card number and click on the Accept button.

Enter authorization code received from the bank

Authorization Code

The Authorization Code screen will appear, where the user must capture the code received from
the bank.

If more than one card is used to pay for one transaction, the system will hold the settlement until
the Amount to Pay is equal to zero (0). A Customer slip and a Merchant slip will be printed for
every card after each transaction completion. It will print from the last card to the first card used.
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OPTIONS WHEN EFT TRANSACTIONS FAIL

When doing an automatic transaction and the transaction fails on the PED device, the user will be asked
if a manual transaction should be done. The user can continue with the same card details, or new details
can be entered.

IMPORTED: If more than one card was used for payment and the last card fails, the whole transaction
will fail because the Amount to Pay is not yet equal to zero (0).

REFUNDS ON TRANSACTIONS
On a Credit Card, the user must do a refund to cancel the transaction at the bank.

On a Debit Card, cash must be given instead of a refund on the Innervation system.

EFT SLIPS
VIEW SALES

A button “EFT Slips" has been added to the View Sales option in Point of Sale.

Sort Order Slip Layout Status Legend - Sale Status Available Filters
(®) Unsorted (@) Layout 1 Voided Clear Filter

= Suspended
- () Date (Cilayout 2 2 FE -
I Retal I () Sale Number (C)layout 3 S
(3 Till Mumber ()Layout 4

() Off-ine Sale Mumber (CJLayout 5
() Order Reference (CILayout &

Sale Details

Amount| Type Off-line .. Ref. Till| Ref. Sale| Order Ref.
100 05/01/2012 09:43:46 R 2 375.00 ACCP ;‘;J;?;'ﬁ;’fﬁs
100 05/01/2012 |09:44:12 | R 1710.00 ACCP Tel No: 0218800420
100 05/01/2012 09:44:39 R 808.00 C5 Email address
100 05/01/2012 |09:45:34 R 65.25 ACCR
100 05/01/2012 | 09:55:34 R 130.50 ACCP
100 05/01/2012 |02:56:01 R 65,25 ACCR
100 05/01/2012 | 10:15:24 R 130.50 ACCP
T e e R
1/05/01/2012 | 15:13:01 R 114,50 CS
1/05/01/2012 |15:14:15 R 114.50|CS Tax Invoice
105/01/2012 10:37:23 | R 1740.00 CS Tl 100Sale#2  03:43:26 0510412012
1/05/01/2012 |07:39:02 108 660 900.00|CS
1/05/01/2012 |07:39:47 |03 650 900,00 CS Code Description Oty Total
1|05/01/2012 |07:47:08 R 654.00C5 COK001 Coke Single C 20 261.00
1/05/01/2012 |07:50:15 108 660 900.00|CS
100 05/01/2012 | 14:07:22 R 135.00 CS
102022012 12:14:20 R 389.36 CS Subtotal 261.00
1|02/02/2012 |11:21:29 R 112.50|CS
102/02/2012 11:22:02 R 1393.00 CS Debtor Details
1/02/02/2012 | 11:45:19 R 410.40 | CSR
1/02/02/2012 | 11:57:47 R 31.90 C5

Vat Included 32.05

GREBwR o-wo o s wnb oo -on sw

] 'i @

Seguence Report Options

From the IQ main menu - Point of Sale > View Sales - search or filter for the specific
transaction and click on the EFT Slips button.
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EFT SLIPS

Cards

IQRetail

EFT Sips
Customer Sip

INNERVATION
CEDR SQUARE
2055 WILLOW ROAD, FOURWAYS
707016 10:3:58

AUTHORIZATION : 280106
CARD NUMEER : mwe=ssmmumusy) o)
LIIED: Ofbs6d0 78842 -45 1 3-865¢-0e0 29bd5 1baZ
POS ENTRY MODE ; Manual
STATUS £ D0-Approved

PIN STATEMENT : None
BMV App ID :MASTERCARD GOLD CREDIT CARD

Budget Flan:
1110.00

CARDS

Rleport Management

'—I
ETF IR, 7o mansge o Cardd

|t

Merchant Sip

INMERVATION
CEDAR SQUARE
2055 WILLOW ROAD, FOLRWAYS
Py 11:38:58

TERMINAL ID 3 DOQ0000 1

MERCHANT REF : 1TS000001122
ALTHORIZATION : 280106
CARD NUMEER, : mewewsmwsmwnyn
ULID: 0560072842451 38650 cad 2005 1ha2

POS BNTRY MODE ; Marusal
STATUS : D0-Approved

PIN STATEMENT : hone
EMY App ID MASTER.CARD GOLD CREDIT CARD

Budget Flan:
TOTAL 111000

All the cards that were used in the transaction are listed here. The last card used will print
first and thereafter the others in sequence.

Click on each card to view the specific payment.
REPORT MANAGEMENT

Tick the checkbox to select all the cards used, to print or preview.
EFT SLIPS

The EFT Slips grid is divided into the Customer Slip on the Left hand and the Merchant Slip
on the right.

MANAGE REPORTS BUTTON

The Manager Reports option allows the user to preview, edit or print the slips.
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ERROR MESSAGES

The user might get error messages when processing the EFT transaction. Innervation will provide the
user of a list of possible error messages and what the user should do when they get them.

An example of an error message:

Innervation Purchase Completion Failed. Error [12] :
Invalid transaction

- End of Document -
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